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1. // read public key from efuse@

2. pub_key = efuse_read_word(EFUSE@_ID);
3.

4. // ecdsa verification

5. pka_init();

6. if (rom_ecdsa_verify(1, pub_key,buffer, auth_hash)) {
7. DBG("Auth verify failed\r\n");

8. return -1;

9. }

10.

11. // gen public key

12. gen_pub_key(1, priv_key, pub_key);

13.

14. // gen aes key

15. gen_shared_secret_key(1, priv_key, buffer,secret_x);
16. hash_start(2, &ctx);

17. hash_preprocess(2, &ctx, secret_x, 32);
18. hash_finish(2, &ctx, aes_key);

19.

20. //send public key

21. send(pub_key);

KlZ 9 MR 10 MR T A 4b—Fhanfal FI ] InPlay FA45 ECDSA #7245 44 S AU il 22 472 7 )8 2
(¥ 52 FH S5«

FEP R AR GE vt B iR, Oy 7R B AR P ORISR SR SRR, T A T EAAI
Hash 5541 ECDSA HUEXTE P U 28 4 A, InIEIRR 9 R JF Ik f Bl id ECC Sk A plt— X
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//calculate hash

sha256_init(&sha_ctx);
sha256_update(&sha_ctx, data, data_bytes);
sha256_final(&sha_ctx, hash);

/// Signed it
const struct uECC_Curve_t *curve = UECC_secp256rl();
UECC_sign(m_priv_key, hash, 32,m_signaure,curve);
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// calculate hash
hash_calc(hash, pbr);

// ecdsa verification

pka_init();

if (ecdsa_verify(1, pub_key,secure_signature, hash)) {
DBG("ecdsa verify failed");
return -1;
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ECDSA U5 E- PN E A J2 2T ECDH PR M E P B, TR AR T IT A TR % 4 i T2
HR 77 it S 2R GE A AT IR T _ETTINS 1A] o BT B AR (0 82 PR Rt RT3 i T L 2 T R 0 BT A2
176 75 FELC 77 i S R GEAE 737 _EIBAE 1R 22 4 B

*XF InPlay

18|Page
FHE (R TR IR U A



6 plNPLAY

LTI AOHT X 244 1 1690 5 2 T 213 =

FiERMAE T ARAR C“InPlay” ) 52—l PGSR BotA w5, BB AL T E iR
KEINMBEE a7l BGOSR E A SR AR TR, IZBIA 1 E R KR LM sl (5 R
LU, AR ARG5S R AR RE FL B BT D T AT SRR AR o A R LRI R T E IR s
Fir 24t (SoC) Kk Jr %8, BTl G s 7 SR UL A Se 1 mPERE ™ A AR .

2% H

1. Grand View Research /74 (https://www.grandviewresearch.com/industry-analysis/internet-of-things-iot-
security-market)

2. ING12L ##% 73 by InPlay Technologies

19|Page
FHE (R TR IR U A


https://www.grandviewresearch.com/industry-analysis/internet-of-things-iot-security-market
https://www.grandviewresearch.com/industry-analysis/internet-of-things-iot-security-market

